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Introduzione;
- FortiGate Wireless Controller
- Implementazione soluzione wireless

Mai Wireless piu sicuro:

- Rilevazione, classificazione e risoluzione attacchi rogue
- Wireless Intrusion Detection System

- UTM completo

Dall'AntiVirus alla nuova Protezione Avanzata delle minacce:

- Nuovo sistema ATP (Advanced Threat Protection)
- Sandbox Locale e in Cloud

Autenticazione:

- WPA, WPA2, 802.1X, PSK

- Single Sign On, NTLM e portale autenticazione
- Gestioni utenti Guest

Modelli Access Point Fortinet:
- Per uso interno ed esterno
- Per I'accesso da remoto
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Ubiquitous Access Unified Access Layer
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Wireless Solutions: Thick vs. Thin Fortinet APs
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FortiGate Wireless Controller

- mreeT

—_—

* 0 6 0 0 %

A: |‘| l‘! l!

»
'
'
]
)
.
'
’
.
.

A 20+ FortiGate Platforms FORTIGATE VM

A5 AP/100user to 10,000 AP / 32K user capacity

F:ERTINET



Adding Access Points
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Create New SSIDs
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Automatic Interface creation per SSID

. 2 Iﬂ“_ 1P/ Netmask ]

""" ® Threat History

- portl Physical Interface 192.168.199.12 / 255.255.255.0 HTTP,HTTPS,PING,SSH,
IEI.. [F]
!ﬂ:i Network |:| port2 Physical Interface 0.0.0.0 / 0.0.0.0

[ port3 Physical Interface 0.0.0.0 / 0.0.0.0

" DNS [] ) porta Physical Interface 0.0.0.0 / 0.0.0.0

7" DNS Server Il 1 ports Physical Interface 0.0.0.0 / 0.0.0.0
- " Explicit Proxy | ports Physical Interface 0.0.0.0 / 0.0.0.0
@ Config E O port? Physical Interface 0.0.0.0 / 0.0.0.0
I_-E Admin [ port8 Fhysical Interface 0.0.0.0 f 0.0.0.0
" Certificates = port9 Physical Interface 0.0.0.0 / 0.0.0.0
@ Monitor - [ portl0 Physical Interface 0.0.0.0 / 0.0.0.0
Router ] mesh.root (S51D: fortinet.mesh.root) WiFi 0.0.0.0 / 0.0.0.0
Policy D Guest (5510 Guest) WiFi 192.168.2.1 f 255.255.255.0

D Staff (351D Staff) WiFi 192.168.3.1 f 255.255.255.0

Firewall Objects
Security Profiles
VPN
User & Device
WAN Opt. & Cache
WiFi Controller
Log & Report " e R

F:ERTINET



Edit Access Points and SSID association
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