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SentinelOneôsleadership brings decades of deep 

cybersecurity expertise developed at Checkpoint 

Software, Intel Security and the Israeli Defense 

Force (IDF) Intelligence Branch.



Visionary: 2016 Gartner MQ for Endpoint Protection Platforms

ñSentinelOne is the only vendor in this analysis 

that includes full EDR-type functionality in the 

core platform. SentinelOne is a good prospect 

to replace or augment existing EPP solutions 

for any company looking for a fresh approach 

and integrated EDRéò



Whatôs Happening in Todayôs Threat Landscape

In the past 12 months:

52%
compromised 

1 to 5 times 

by cyber attacks 

Top 3
most difficult to secure

(along with mobile devices, social 

media apps)
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56%

67%

86%

% of orgôs to 

augment/replace 

existing endpoint 

protection



Todayôs Enterprises Face 3 BILLION Attacks

Legacy Threats

BLOCKED

Advanced Threats

DETECTED

Advanced Threats

UNDETECTED

50%

25%

25%

Traditional, AV-based Protection

Sandboxing Solutions

ñNext-Generationò 

Endpoint Security



Todayôs Threats Easily Evade Detection by AV-based Solutions
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Wrappers
Designed to turn known code into a new binary

Variations / Obfuscators
Designed to slightly alter code to make known 

code appear new/different

Packers
Designed to make sure code runs only on a 

real machine (anti-VM, sleepers, interactions, 

anti-debug)

Targeting
Designed to allow code to run only on a 

specific target machine/configuration

Malicious Code
The attack code that runs with the goal of 

persisting, stealing, spying, or exfiltrating data



Endpoints are Vulnerable to Multiple Attack Vectors

MALWARE EXPLOITS

File - less
Å Memory- only 

malware

Executables
Å Ransomware

Å Trojans

Å Worms

Å Backdoors 

Browser
Å Drive - by 

Downloads

Å Flash, Java

Å iframe/html5, 

plug - ins

Documents
Å Office Doc 

Exploits

Å Adobe Macros

Å SpearPhishing

e- mails

LIVE/INSIDER
Scripts
Å Powershell

Å PowerSploit

Å WMI, VBS

Credentials
Å Credential 

Scraping

Å Mimikatz

Å Tokens



Distinguishing Malicious Behavior from Benign Behavior is Complicated

Benign 

Behavior

Malicious 

Behavior

¸



Dynamic Behavior Tracking: A Machine Learning Approach

SentinelOne

Agent

ÁMonitors all system-

level activity:

ÁSystem calls

ÁNetwork calls

ÁI/O transactions

ÁMemory transactions

Á Builds full context of 

endpointôs application 

behavior
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Dynamic Behavior Tracking: A Machine Learning Approach

SentinelOne

Agent
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File creates a copy of itself

Opens up cmd.exe and 

deletes the original file

Creates an autorun registry 

key

Encrypts other files /

connects to outbound network / 

logs keystrokes

MALWARE 

DETECTED

.exe



Preemptive Blocking 

Prevention policies. Protect from 

known threats in real time.

Dynamic Memory Inspection

Protect from App- and memory-

based exploits

Dynamic Execution Inspection Full 

system monitoring to protect from 

evasive, packed malware, and attack 

code

Rollback and Immunize 

Automatic remediation to undo 

system changes 

Real-time Forensics and Endpoint 

Visibility

Analysis and root cause forensic 

investigation

Endpoint Protection Essentials

Automatic Containment of 

Threats

Automatic containment of threats 

on the endpoint (files and 

processes), and network-level




