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Premise Device Mode
oremise FortiClient Integration

S



1. What 1s SandBox
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Sandbox

What is Sandboxing?

Virtual analysis T nothing new

Unsafe action, escape attempt

VIRTUAL END-USER ENVIRONMENT
ACode is executed in an contained, virtual environment
AGoal is to replicate typical workstations
AOutput is analyzed to determine characteristics
ASome characteristics are malicious
AKnown virus downloads
ARegistry modifications

Aoutbound ConnectiOn to maIiCiOUS IPS Controlled communication inspection
Alnfection of processes
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Why a Customer looks for ATP?

L ateral Movement
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Categorization Not Enough

AntiSpam Ineffective
Against Phishing

Anti-SPAM
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Breaking the Kill Chain of Advanced Attacks
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Breaking the Kill Chain of Advanced Attacks
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Lateral Movement
-Two Approaches

ISFW in Transparent Mode (Pro-active) FortiClient (Reactive)

F::ERTINET



