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Agenda 

ÁWhat is Sandbox?  

ÁFortiSandbox Cloud Options 

ÁFortiSandbox On-premise  

ÁFortiSandbox On-premise File Submission 

ÁSniffer Mode 

ÁFortiSandbox On-Premise Device Mode 

ÁFortiSandbox On-premise FortiClient Integration 

ÁHA & Sizing Details 



1. What is SandBox 
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Sandbox 

VIRTUAL END-USER ENVIRONMENT 

Å Code is executed in an contained, virtual environment 

Å Goal is to replicate typical workstations 

Å Output is analyzed to determine characteristics 

Å Some characteristics are malicious 

Å Known virus downloads 

Å Registry modifications 

Å Outbound connection to malicious IPs 

Å Infection of processes 

 

 

Unsafe action, escape attempt 

Controlled communication inspection 

X 

What is Sandboxing? 
Virtual analysis ï nothing new 
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Why a Customer looks for ATP? 

Lateral Movement Categorization Not Enough AntiSpam Ineffective 

Against Phishing 
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Breaking the Kill Chain of Advanced Attacks 

Antispam 

Web Filtering 

Antivirus 

Intrusion Prevention 

App Control 

IP Reputation 

Spam 

Malicious 

Link 

Exploit 

Malware 

Bot Commands 

& Stolen Data 

Spam 

Malicious 

Link 

Exploit 

Malware 

Bot Commands 

& Stolen Data 

Malicious 

Email 

Malicious 

Web Site 

C2 Server 



7 

S
a

n
d

b
o

x
 

Breaking the Kill Chain of Advanced Attacks 

Antispam 

Web Filtering 

Antivirus 

Intrusion Prevention 

App Control 

IP Reputation 

Spam 

Malicious 

Link 

Exploit 

Malware 

Bot Commands 

& Stolen Data 

Spam 

Malicious 

Link 

Exploit 

Malware 

Bot Commands 

& Stolen Data 

Malicious 

Email 

Malicious 

Web Site 

C2 Server 

Access 

Confirmed 



8 

Lateral Movement 
 -Two Approaches 

ISFW in Transparent Mode (Pro-active) FortiClient (Reactive) 


