Security Automation

Challenge:

Automatizzare le azioni di iIsolamento e
contenimento delle minacce
rilevate tramite soluzioni di malware analysis
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BYOD Devices Managed Devices loTDevices Rogue Devices

See corporate, BYOD, IoT,
rogue devices.

Control network access based
on user, device, policy

Find and fix vulnerabilities
and security problems on
managed endpoints

Automate enrollment for
guests and BYOD including
mobile devices

Rapidly respond to
incidents, without human
intervention
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rogue devices.

Control network access based
on user, device, policy

Find and fix vulnerabilities
and security problems on
managed endpoints

Automate enrollment for
guests and BYOD including
mobile devices

Rapidly respond to
incidents, without human
intervention



Modest

Granular Controls

/A

Alert & Remediate

Open trouble ticket

Send email notification

SNMP Traps

Syslog

HTTP browser hijack

Auditable enduser acknowledgement
Selfremediation

Integrate with systemand security

management platforms. Send to
WebServiceWrite to SQL/LDAP.

Limit Access

Deploy a virtual firewall around an
infected or noncompliant device

Reassign the device into a VLAN with
restricted access

Update access lists (AChg)switches,
firewalls and routers to restrict access

DNS hijack (captive portal)

Automatically move device to a pre
configured guest network

Strong

K
o

Reassign device from production VLAN
to quarantine VLAN

Block access with 802.1X

Alter login credentials to block access,
VPN block

Block access with device authentication

Turn off switch port (802.1>§NMP)
Wi-Fi port block
Terminate unauthorized applications

Disable peripheral device



Next Generation Security Platform



Next Generation Security Platform

THREAT INTELLIGENCE
CLOUD

AUTOMATED

NATIVELY
INTEGRATED

EXTENSIBLE

NEXT-GENERATION ADVANCED
FIREWALL ENDPOINT PROTECTION




|dentification Technologies Transform the Firewall
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Single-Pass Parallel ProcessingeE

Single Pass

A Operations once per
packet

- Traffic classification
(app identification)

User/group mapping

- Content scanning i
threats, URLS,
confidential data

A One policy
Parallel Processing

A Function-specific parallel
processing hardware
engines

A Separate data/control
planes

Up to 200Ghbps, Low Latency




Wildfire

Exfiltration
of sensitive data

Command l
and control ‘\g \
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Download Adds to threat signature
of additional l a) research database
malware AN
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WildFire Cloud @‘=‘
Observes and detects 100+
malicious behaviors to identify malware

PATTERN DB
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SINGLE PASS PATTERN MATCH
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REPORT & ENFORCE POLICY




Traps

Advanced Endpoint Protection

Prevent Exploits
Including zero-day exploits

Prevent Malware
Including advanced & unknown malware

Collect Attempted-Attack Forensics
For further analysis

Scalable & Lightweight

Must be user-friendly and cover complete enterprise

Integrate with Network and Cloud Security
For data exchange and crossed-organization protection




¢5 FirekEye

Securi ity Reimagined



Multi-Vector Virtual Execution Engine

<C

MV X

VIRTUAL
MACHINE-BASED
MODEL OF
DETECTION

' -

Eye

PURPOSE-BUILT FOR SECURITY

HARDENED HYPERVISOR

SIGNATURE-LESS

EXPLOIT BASED DETECTION, NOT JUST FILE
FINDS KNOWN AND UNKNOWN THREATS
MULTI-VECTOR

PERFORMANCE

EFFICACY



