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WHERE THE
WORLD WORKS

_ | 2014 WHERE THE WORLD WORKS IN 2014

74%  amixoflocations
4.5% mainly from home
211% mainlyinan office
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MOBILE USE

WHERE THE
WORLD WORKS

MOBILITY DRIVES BUSINESS

77%  of companies considered mobility in their top 5 priority for 2014
43% inthetop2

71%  of [T leaders see mobile strategic or transformational to business
18%  have acomprehensive strategy
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24]7
WORK CULTURE

WORK IS AN ACTIVITY
EMPLOYEE = CONSUMER

SAME DEVICES USED FOR
WORK AND PRIVATE LIFE

INCREASE OF PRODUCTIVITY



USAGE OF
CLOUD
SERVICES

SOCIAL NETWORKS AND MEDIA
COMMUNICATION SERVICES

SHARING AND
COLLABORATION SERVICES

CORPORATE SERVICES LIKE CRM

eeeeeeeeee



LOSS OF DEVICES OR THEIR INTEGRITY

GROWTH OF MOBILE OS MALWARE

TODAYS
THREATS

DATA LEAKING, PHISHING, DATA
THEFT, CORRUPTION AND FRAUDS

TROJAN APPS AND PHISHING SITES
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WHY IS THIS
RELEVANT TO

Y D
THEY MIGHTCBLQO'CONNECT
TO YOUR CRM SYSTEMS

MOBILE DEVICES HOLD
CONTACTS AND EMAIL

NOT TO MENTION YOUR CUSTOMER
AND CORPORATE DATA

STORE, SYNC AND SHARE THIS
DATAWITH OTHERS




PRIVACY AND
SECURITY
ATTACK GROUPS
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{ Settings

Wi-Fi

v AirportWifi

CHOOSE A NETWORK...

Free WiFi

Free Airport WiFi
MissoulaAirport
2WIRE981

Aaarjck1257

Sonr_hm_1224

Other...




EXPERIMENT

Conducted together with europol and a German penetration testing
company syss

ON THE STREETS OF LONDON

WE HAVE SET UP A FREE WI-
FI HOTSPOT

WE CALLED |[|WI-FI6FF

THEN WE SAT BACK, ENJOYED A CUP OF JAVA AND WATCHED INDIVIDUALS JOINING OUR
NETWORK.

BEFORE YOU COULD JOIN THE WI-FI ACCESS YOU ALSO NEEDED
TO AGREE TO THE TERMS AND CONDITIONS OF USING THIS
HOTSPOT.

—
F-Secure. Q¥



EXPERIMENT

EXPERIMENT RESULTS

A OUR ACCESS POINT SAW 250 DEVICES. PEOPLE REALLY SHOULD TURN OFF
WI-FION THEI R DEVI CES WHEN THEY DONOT NEED I
A 33 PEOPLE JOINED OUR ACCESS POINT.

A 32 MB OF TRAFFIC WAS CAPTURED.
A 53 INTERNET SERVICES WERE USED.
A 6 USERS AGREED TO OUR T&CS BEFORE WE TOOK THE PAGE DOWN.

AND THE INTERESTING THING ABOUT THE T&CS WAS
In using this service, you agree  di rinunciare al vostro

primogenito  to F-Secure, as and when the company requires it.

In the event that no children are produced, your most beloved pet will be
taken instead. The terms of this agreement stand for eternity.
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CONSIDER

DO NOT CHANGE THE EMPLOYEES BUT RATHER
ENABLE THEM TO WORK PRODUCTIVELY

PROVIDE THEM WITH A SAFE AND SECURE WAY TO KEEP THEIR
PRIVACY INTACT AND THE CORPORATE DATA SAFE

USE COLLABORATION AND STORAGE SERVICES THAT YOU CAN
TRUST AND ARE EASY TO USE BY YOUR EMPLOYEES

MAKE SURE THAT THE SERVICES ARE
MAINTAINABLE AND ALSO MANAGABLE

AVOID COMPLEX SOLUTIONS AND MAKE SURE
THE EMPLOYES ARE AWARE OF THE THREATS

F-Secure;
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FREEDOME FOR
BUSINESS

ANTI-MALWARE

_Ultra-light
protection from the cloud,
ensuring I%%j% protection

VIRTUAL LOCATION

Allows roaming employees
to use local services, Such
as banking, as normal.

ANTI-THEFT

Ensures that devices and
data remain safe even if
stolen or lost.

TRACKING
PROTECTION

Blocks both web and in-app

functions that try to profile
and track the end-user.

TRAFFIC
ENCRYPTION
Allows you to safely use
unknown publ
other connections.

BROWSING
PROTECTION
Ensures that employees can
work safely and efficiently
online without worries.
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FREEDOME FOR BUSINESS

One button for all

Weove gathered t|
sophisticated security features 1
VPN, anti-virus, anti-tracking,

and anti-phishing T into one

Intuitive service. With the push

of a button, Freedome watches

your back.
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F-Secure Freadome

INVISIBLE

Say no to snooping. Freedome shields your
privacy and lets you stay anonymous.

UNTRACKABLE

Irritated by advertisers watching your every
move? Freedome ensures they can't track you.

WI-FISECURITY

Freedome encrypts your dataso that no one else
can read it. Even if you connect to arogue
network or an unsecured public wi-fi.

SAFE BROWSING

Face the world from the safety of your own private
network. Freedome blocks harmful sites and apps.
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