
MAINTAINING  
PRIVACY, 

ANONYMITY 
AND SAFETY 

IN A  
MOBILE 
WORLD 



TODAYS 
WAY OF LIFE 

CONSTANT ACCESS ONLINE  

UNINTERRUPTED FLOW OF 
INFORMATION 

MIX OF LOCATIONS 

DIVERSITY OF DEVICES 

CAFE HOME CUSTOM
ER 

PARTNE
R 

OFFICE 



WHERE THE 
WORLD WORKS 



WHERE THE 
WORLD WORKS 



24/7  
WORK CULTURE 

EMPLOYEE = CONSUMER 

SAME DEVICES USED FOR 
WORK AND PRIVATE LIFE  

WORK IS AN ACTIVITY  

INCREASE OF PRODUCTIVITY 



USAGE OF 
CLOUD 

SERVICES 

COMMUNICATION SERVICES 

SHARING AND 
COLLABORATION SERVICES  

SOCIAL NETWORKS AND MEDIA  

 

CORPORATE SERVICES LIKE CRM  



TODAYS 
THREATS 

GROWTH OF MOBILE OS MALWARE  

DATA LEAKING, PHISHING, DATA 
THEFT, CORRUPTION AND FRAUDS 

LOSS OF DEVICES OR THEIR INTEGRITY 

TROJAN APPS AND PHISHING SITES  



WHY IS THIS 
RELEVANT TO 

YOU? 

MOBILE DEVICES HOLD  
CONTACTS AND EMAIL  

NOT TO MENTION YOUR CUSTOMER 
AND CORPORATE DATA  

THEY MIGHT ALSO CONNECT  
TO YOUR CRM SYSTEMS 

STORE, SYNC AND SHARE THIS 
DATA WITH OTHERS 



PRIVACY AND 
SECURITY 

ATTACK GROUPS  



ñbackgroundò from flickr by Wesley Fryer 

http://www.flickr.com/photos/wfryer/ (used under Creative  

Commons) 



EXPERIMENT 

ON THE STREETS OF LONDON 

 

 WE HAVE SET UP A FREE WI-

FI HOTSPOT 

WE CALLED IT óFREE WI-FIô 

THEN WE SAT BACK, ENJOYED A CUP OF JAVA AND WATCHED INDIVIDUALS JOINING OUR 

NETWORK. 

Conducted together with europol and a German penetration testing 

company syss 

BEFORE YOU COULD JOIN THE WI -FI ACCESS YOU ALSO NEEDED 

TO AGREE TO THE TERMS AND CONDITIONS OF USING THIS 

HOTSPOT. 



EXPERIMENT 

EXPERIMENT RESULTS 
Å OUR ACCESS POINT SAW 250 DEVICES. PEOPLE REALLY SHOULD TURN OFF 

WI-FI ON THEIR DEVICES WHEN THEY DONôT NEED IT! 

Å 33 PEOPLE JOINED OUR ACCESS POINT. 

Å 32 MB OF TRAFFIC WAS CAPTURED.  

Å 53 INTERNET SERVICES WERE USED. 

Å 6 USERS AGREED TO OUR T&CS BEFORE WE TOOK THE PAGE DOWN.  

AND THE INTERESTING THING ABOUT THE T&CS WAS  

In using this service, you agree di  rinunciare  al vostro  

primogenito  to F-Secure, as and when the company requires it.  

In the event that no children are produced, your most beloved pet will be 

taken instead. The terms of this agreement stand for eternity.  

 



WHAT TO 
CONSIDER 
PROVIDE THEM WITH A SAFE AND SECURE WAY TO KEEP THEIR 

PRIVACY INTACT AND THE CORPORATE DATA SAFE  

DO NOT CHANGE THE EMPLOYEES BUT RATHER 
ENABLE THEM TO WORK PRODUCTIVELY  

MAKE SURE THAT THE SERVICES ARE 
MAINTAINABLE AND ALSO MANAGABLE  

USE COLLABORATION AND STORAGE SERVICES THAT YOU CAN 
TRUST AND ARE EASY TO USE BY YOUR EMPLOYEES  

AVOID COMPLEX SOLUTIONS AND MAKE SURE 
THE EMPLOYES ARE AWARE OF THE THREATS  



FREEDOME  FOR  BUSINESS 

24/7 
SECURE 
ACCESS 



FREEDOME FOR 
BUSINESS 

Ensures that employees can 
work safely and efficiently 

online without worries. 

Allows you to safely use 
unknown public WIFIôs and 

other connections. 

Ensures that devices and 
data remain safe even if 

stolen or lost. 

Ultra-light  
protection from the cloud, 
ensuring best protection 

24/7. 

Allows roaming employees 
to use local services, such 

as banking, as normal. 

Blocks both web and in-app 
functions that try to profile 

and track the end-user.  

TRAFFIC 
ENCRYPTION 

ANTI-THEFT 

BROWSING 
PROTECTION 

TRACKING 
PROTECTION 

VIRTUAL LOCATION  

ANTI-MALWARE  



FREEDOME FOR BUSINESS 

One button for all  

Weôve gathered the most 

sophisticated security features ï 

VPN, anti-virus, anti-tracking, 

and anti-phishing ï into one 

intuitive service. With the push 

of a button, Freedome watches 

your back. 





YOUNITED FOR 
BUSINESS 

Mac Win 

iPad 
iPhone 

Android 

Web 

Windows 

Phone 8 


