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BREAKING THE KILL CHAIN
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Cyber Threat Kill Chain
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Un attacco € come un castello di carte: perfezione assoluta fino a
guando non togli una carta a qualunque livello
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A Brecce e data loss crescono ad un ritmo senza precedenti

A Gartner sostiene che qualunque azienda deve assumere che si
trova in uno stato di compromissione conclamata

A Molte compromissioni rimangono silenti per mesi o anni

Data breaches by industry sector 20014
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http://www.informationisbeautiful.net/visualizations/worlds
biggestdata-breacheshacks/

M Business

H Education

W Government / Military

® Medical / Healthcare

M Banking / Credit / Finance

Source: http/www.idtheftcenter.org/ITRESurveys
Studies/2014databreaches.html




Principali Vettori delle Minacce ¢ SIDIN

TECHNOLOGY IN PROGRESS
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A Piattaforma di eMail security consolidate per fronteggiare le minacce
AS, AV ed il Data Loss in un unico dispositivo
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ADVANCED THREAT PROTECTION & SANDBOXING
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FortiMall
(Antivirus Anti-Spam URLFiltering Content Filtering

FortiSandbox
Solutions with FortiGuard, FortiOS

Risk Known = Probably = Might be Completely | Somewhat Very Known
) IS Good Good Good Unknown Suspicious | Suspicious| Bad
Continuum
FortiGuardSpam Objects
_ Domain Whitelists FortiGuardOutbreak Protection
Security Header analysis EortiGuArdantivirue

User Whitelists Behavioranalysis

Dynamic heuristics

Local Dynamic SendBeputation
DKIM / SPF

Suspicious newsletter
Realtimesandbox malware analysis
Greywarescanning

Technologies FortiGuardanti-spam

Newsletter detection FortiGuardJRL Filtering
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A Analisi Comportamentale e e o
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A FortiGuard Outbreak Detection

U Sel 0 e KMan ke filevata come spam ma evidenzia un comportamento
sospetto attende | 0 a nda partesdella rete FortiGuard e relative
aggiornamento degli AntiSpam DB

A FortiGuard Spam Objects

U Signatures per allegati sospetti in spam conclamato sono bloccati in
attesa di valutazione da parte della rete FortiGuard
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CPRL analysis and real-time Clean emails delivered
sandbox malware analysis to protected mail servers.
performed at FortiMail on ¢

inbound and outbound emails.

Internet  Email traffic

FortiSandbox executes,
A analyzes and feeds back
to FortiMail and FortiGuard.

FortiSandbox deployed with FortiMail
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Threat Activity Timeline by Threat Category

230 Threat Landscape
b The FortiSandbox appliance analyzes netwaork traffic for different categories of threat vectors. It
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