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The Challenge

üPersonal devices are flooding corporate networks

üIT needs separation between Personal and Corporate devices

üIdentity of the user needs to be known

The Solution

üIT needs a simple and scalable approach

üSelf-service allows employees to manage their own access

üPPSK is an agile and simple approach that scales

BYOD Challenge
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üConsumer devices like smartphones , tablets and wearable are 
entering Enterprise networks

üEach user has between 2 and 5 WiFi enabled devices

üThe questions IT personnel are asking:
- Should we allow these devices on the network?

- Who will connect these devices to the network? 

- Who will manage these devices?

- How to connect these devices to the network? 

- How to manage all of these devices? 

What is BYOD all about?
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COPE

üConsumer devices qualified , 
bought , and deployed by IT

üReplacing legacy devices

- Lower HW costs

- Flexible, powerful

üEnable new working models

üNormally controlled through 
MDM agents on devices

Personal BYOD

üEnable employees to bring 
their device of choice

üNot owned or controlled by 
IT

üWide range of devices

üDriven by employee 
satisfaction and shifting of IT 
budget

The Question of Ownership
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COPE

üAgent -based MDM

üDevice Management

üApplication Management

üPolicy Enforcement & 
Compliance

üRelies on device APIs

Personal BYOD
üNetwork -based MDM

- Enrollment
ïCWP, PPSK
ïAD integration

- Access Control 
ïDevice/OS Type
ïDomain Membership

üPolicy Enforcement
ïQoS, Security
ïApps (e.g., VDI only )

üDevice independent

COPE vs. Personal BYOD
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User Identity, Device, Location, Time of Day é

Personal BYOD

RADIUS / LDAP

Server

Enforce 

Policy

Internet

Internal 

Network

User Identity

Device Type

Policy Controls

OS

Detection
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User Identity, Device, Location, Time of Day é

Personal BYOD&HiveManager NG



RADIUS PPSK CWP

L2-4 

Firewall

Corp user Corp user - BYOD Guest user

CORP Policy

Corp VLAN

LAN & Web FW

10Mbps per user

24HRAccess

BYOD Policy

Restricted VLAN

Email & Web FW

5Mbps per user

M-F 8am -9pm

GUEST Policy

DMZ

Web Only FW

1Mbps per user

M-F 9am -5pm

OS 

Detection
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Aerohive BYOD

Aerohive Legacy BYOD

Pricing Aerohive Devices can act as 

Identity stores and RADIUS 

Servers - FREE

Policy Manager is 

required 

Scale Cloud based On -premises appliance

BYOD

Onboarding

Simple device onboarding 

with PPSK

Onboarding requires 

PKI with CA
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Identity is important

üIdentity controls user policy deployment

üIdentity also provides traceability
-If a user enrolls a BYOD device, the IT department has a full trace 

-The BYOD credentials are tied to userõs AD account

-Chain of accountability remains unbroken

No identity ðmore problems

üHow to control policy?

üHow to guarantee accountability? 

BYOD and User Identity
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Private Pre -Shared Key (PPSK)
üUnique PSK encryption keys for every user on the same SSID

üManual or Automatic generation, or Self -Registration by the user 
in a web portal

Use Cases
üSupport devices that cannot use 802.1X/EAP (Kindle, Apple TV, 

Televisions, etc.)

üSimple and secure BYOD

Benefits
üStrong security that is simpler to use and support than 802.1X/EAP

üIf a user leaves or a device is lost or stolen, revoke a single PPSK 
rather than having to change multiple devices with a shared PSK

Aerohive PPSK and BYOD
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The 802.1X User Experience

BYOD Device

SSID: Onboarding

Authenticate with AD 
credentials

SSID: BYOD

Step 1: Connect to 

the open SSID. Read 

the credentials. 

Step 2: Configure the 

device, enter 

credentials. 

Step 3: Connect to 

the secure SSID 

HELP!!!
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The 802.1X User Experience

BYOD Device

SSID: Onboarding

Authenticate with AD 
credentials

SSID: BYOD

Step 1: Connect to 

the open SSID. Read 

the credentials. 

Step 2: Configure the 

device, enter 

credentials. 

Step 3: Connect to 

the secure SSID 
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BYOD Outside Enterprise

Education Example

üStudents get their 802.1X credentials for personal use

üThey have the option of on -boarding additional devices:

- Their own non -802.1X devices

- Their friends

- Their family
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BYOD Outside Enterprise
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BYOD Outside Enterprise
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BYOD Outside Enterprise
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üDevelopers should register at 
http://developer.aerohive.com

üThe portal includes 
documentation and profile 
information

üUnder òMy Profileó you can see 
your registered applications

Developing BYOD applications

http://developer.aerohive.com/
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üAerohive offers a rich set 
of Identity Management 
APIs 

üClient monitoring and 
location APIs are also  
available to 
complement the identity 
management use cases

Developing BYOD applications
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ID Manager NG

PA BYOD
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Workflow

1. Create a PPSK enabled SSID

2. Create a User Group

3. Create an Open SSID

4. Configure a RADIUS server

5. Assign a CWP with both Authentication 

and PPSK generation
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Create a PPSK enabled SSID

Å Create a new Network Policy

Å Create a new SSID for secure access
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Create a PPSK User Group

Å Use SERVICE for password storage location

Å The credentials will be stored in the Cloud
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Create an Open SSID

Å Select Open Authentication

Å Enable CWP

Å Enable both User Authentication and Return Aerohive

Private PSK options


