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BYOD Challenge

The Challenge
l_._PersonaI devices are flooding corporate networks
LITneeds separation between Personal and Corporate devices D
- .

LIdentity of the user needs to be known .

The Solution S
UTneeds a simple and scalable  approach D
l_,_BeIf-service allows employees to manage their own access @
LPPSKis an agile and simple approach that scales <:> O
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What is BYOD all about?

LI Consumer devices like smartphones , tablets and wearable are

~entering Enterprise networks O
.l Each user has between 2 and 5 WiFienabled devices D
O
LI The questions IT personnel are asking: - C\
- Who will connect these devices to the network? O -

- Who will manage these devices?
- How to connect these devices to the network?
- How to manage all of these devices?
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The Question of Ownership

) COPE ) Personal BYOD
LIConsumer devices qualified |, LIEnable employees to brin
~bought , and deployed by IT ~their device of choice @ R
LIReplacing legacy devices LINot owned or controlled by ©
- Lower HW costs T O
- Flexible, powerful LIWide range of devices
LIEnable new working models LI Driven by employee D
LINormally controlled through satisfaction and shifting of IT
MDM agents on devices budget
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COPE vs. Personal BYOD

COPE Y Personal BYOD /
X Network -based MDM ©
gAgept -based MDM _ Enroliment
LIDevice Management i CWP, PPSK .
gAppIication Management i AD integration -
LI Policy Enforcement & - Access Control )
Compliance i Device/OS Type . &
U Relies on device APIs I Domain Membership
LI Policy Enforcement D
I Qo0S, Security o

I Apps (e.g., VDI only ) ©
U Device independent D
()
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Personal BYOD

User Identity, Device, Location, Time of Day &

@ RADIUS / LDAP D
Server
User Identity — . O
Enforce 2 O
Policy _’ .

0s @) ()
Detection Internal %
R Networ ©
3 )

Policy Controls

Device Type Aerohive”



Users

Personal BYOD&HIiveManager

User Identity, Device, Location, Time of Day €

User Identity |
Enforce

N[€

BYOD_Users POIICY - -/
- ;I ‘ - VLAN® =+
John Doe --I |
\\/ *t
Detection ' Internal™ ¢
Q) Networ O
’ Policy Controls
. .‘ <:>
. \—J .
Device Type Aerot!h’&:.



CORP Policy

Corp VLAN
LAN & Web FW

10Mbps per user
24HR Access

Corp user

BYOD Policy

Restricted VLAN

Email & Web FW

5Mbps per user

M-F8am -9pm

Corp user - BYOD

GUEST Policy

DMZ
Web Only FW

1Mbps per user
M-F9am -5pm

Guest user

O

@,
Aerohive”

NETWORKS



Aerohive BYOD

__________ lAeohive _________|LegacyBYOD

Pricing Aerohive Devices canactas  Policy Manager is }
Identity stores and RADIUS required O
Servers - FREE D
Scale Cloud based On-premises appliance ( )
BYOD Simple device onboarding Onboarding requires :
Onboarding with PPSK PKI with CA D
%
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BYOD and User Identity

Identity is important

gdentity controls user policy deployment

LIdentity also provides traceability D
-If a user enrolls a BYOD device, the IT department has a full trace -
-The BYOD credentials are tied to user?o

-Chain of accountability remains unbroken e
O
No identity & more problems D
LHow to control policy? Q@
LHow to guarantee accountability? <:> %
()
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Aerohive PPSK and BYOD

Private Pre-Shared Key (PPSK)
U Unique PSK encryption keys for every user on the same SSID -

U Manual or Automatic generation, or Self -Registration by the u
in a web portal o
O

Use Cases
Ul Support devices that cannot use 802.1X/EAP (Kindle, Apple TV, < J>
~ Televisions, etc.) o
LI Simple and secure BYOD

Benefits D

U Strong security that is simpler to use and support than 802.1X/EAP

Ul If a user leaves or a device is lost or stolen, revoke a single PPS

rather than having to change multiple devices with a shared PSK .
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The 802.1X User Experience

13

Step 2: Configure the
device, enter
credentials.

Step 3: Connect to
the secure SSID

SSID: Onboarding

Authenticate with AD
\credentials

BYOD Device

Step 1: Connect to
the open SSID. Read
the credentials.

HELP!!! <>
0,

O
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The 802.1X User Experience

14

Security WPA/WPA2 PSK
Signal strength Poor

SSID: Onboarding D
O
Authenticate with AD
Q:redentials / ( )
Step 2: Configure the ‘ :

device, enter |
credentials. -

Step 1: Connect to

©
Step 3: Connect to the open SSID. Read <:>
the secure SSID the credentials. o
BYOD Device Aerohive,:.
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BYOD OQOutside Enterprise

Education Example
g Students get their 802.1X credentials for personal use
LI They have the option of on  -boarding additional devices: D B
- Their own non -802.1X devices
- Their friends
- Their family
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BYOD OQOutside Enterprise

%@%%% Home  YoteNetID  Wirelessv  WiredVv  PrintingVv  GetHelp VvV =

Sign In

Q@

YoteNet ID

Password

L //
)
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BYOD OQOutside Enterprise

%@%@%@% Home  YoteNetlD  WirelessVv  Wiredv  PrintingVv  GetHelp Vv

Requesting a WiFi key is a one-button process, but you need to know a few things first:

* College-issued laptops do not need a key. They are automatically configured to connect to the right network.
* Your key is yours. Do not share it with others. You're responsible for all activty that uses your key.

* |f your use of our network causes problems for others you'll be disconnected.

¢ Each key permits up to three (3) concurrent device connections.

¢ If you already have a key and request another one your old key will stop working.

* Keyed networks do not have access to any internal resources. They behave as if you were using a network off-campus. |

You're logged in as Test User. Logout.

A
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BYOD OQOutside Enterprise

%@%%% Home  YoteNetID  Wireless  Wired v PrintingVv  Get Help VvV

Requesting a WiFi key is a one-button process, but you need to know a few things first:

» College-issued laptops do not need a key. They are autormatically configured to connect to the right network.

¢ Your key is yours. Do not share it with others. You're responsible for all activty that uses your key.

» |f your use of our network causes problems for others you'll be disconnected.

e Each key permits up to three (3) concurrent device connections.

* If you already have a key and reguest another one your old key will stop working.

» Keyed networks do not have access to any internal resources. They behave as if you were using a network off-campus.

Successl Here's your info:
Network: cofi-student
Key: zVZu7u9t

This key is valid from July 1, 2015 12:00 AM to August 1, 2016 12:00 AM and will need to be renewed when it expires. If this is a new key we'll send an email
confirmation to you.

You're logged in as Test User. Logout.

)
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Developing BYOD applications

Aerohiyg

U Developers should register at
http://developer.aerohive.com

Unlock the Potential of Mobility for Your Customers
You're all set to create business a

UThe portal includes

documentation and profile o o >
__

information

Your API Developer Application:

Name Credentials State

UUnder oMy Profileo6o — - 7))
your registered applications

Account Details = Users

Organization/Gr... Aerchive
Email marko.tisler@gmail.com

] »
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http://developer.aerohive.com/

Developing BYOD applications

identity : Aerohive Identity Management Endpoints

Show/Hide | List Operations | Expand Operations
w1503y /v1/identity/credentials{?ownerld,ids,memberOf,adUser}
Removes a credential from the credential store

1 /identity/credentials{?
credentialType,ownerld,memberOf,adUser,creator,loginName, firstName,lastName,phone,email,userGro
Allows one to query collection of credentials given query parameters as input

e 8 /vl/identity/credentials/deliver{?ownerld, memberOf,adUser}
Distributes a credential to a principle via email or SMS

el 8 /vi/identity/credentials{?ownerld, memberOf,adUser}

Creates a new credential whereby a principle can access Aerohive's services

e Nvl/identity/credentials/{credentialld}/renew{ ?ownerld,memberOf,adUser}
Extends the expiration of the credential

U Nvl/identity/credentials/{credentialld{ ?ownerld,memberOf,adUser}

Updates information about the credential associated with the Principle's identity

22

Ul Aerohive offers a rich set
of Identity Management
APIs

LI Client monitoring and
location APIs are also &
available to
complement the identity
management use cases

©
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Workflow

Create a PPSK enabled SSID
Create a User Group

Create an Open SSID
Configure a RADIUS server

Assign a CWP with both Authentication
and PPSK generation

o~ DR
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Create a PPSK enabled SSID

A Create a new Network Policy
A Create a new SSID for secure access

BYOD-PA

Policy Details e Wireless Connectivity

SsID

SSID Name*

SSID Broadcast Name*

Broadcast SSID Using

SSID Usage

SSID Authentication

0% Enterprise
q J WPA/ WPA2 802.1X

A WEP
©

BYOD-PA

BYOD-PA

[] Hide SSID (Stealth mode)

802.11 bigin (2.4 GHz radio)

802.11 an/ac (5 GHz radio)

MAC Authentication

£
(1) Device Templates

O Personal
Y WPA/ WPAZ PSK

= Open
Unsecured

a Private Pre-Shared Key

Aerohive.
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Create a PPSK User Group

A Use SERVICE for password storage location
A The credentials will be stored in the Cloud

Authentication Settings

User Groups

+ 5=10

B User Group Name Group Policy # of Users

[[] BYOD-Cloud 0 Add

¥
Name*
User Group Name' BYOD-Cloud
Password DB Location .
SERVIC
Password Type PPSK
Description
Allow Renewal Allow Renewal
Enable CWP Register Enable CWP Register

Aerohive.
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Create an Open SSID

A Select Open Authentication
A Enable CWP

A Enable both User Authentication and Return Aerohive
Private PSK options

&
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