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FireEyeand ForeScout ςThe Partnership

Á ForeScout is a Cyber Security Coalition Partner

Á integrations with many FireEye products 

Á NX, TAP, EX, HX

Á 40+ Joint customers

Á Executive sponsorship at highest levels 

Á Commitment to build the best integrations and strategically approach the market 



FireEyeand ForeScout
Two Sets of Eyes Provide a More Complete Picture

Á Makes the invisible visible

Á Provides the full context of all 
devices in the network

Á Enables policy-based access and 
controls

Á Ownership of the entire threat 
lifecycle and kill chain 

Á Experts in forensics and 
investigative tools
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FireEye Intelligence τA Global Defense Community

4,000 CUSTOMERS IN 67 COUNTRIES

10M+ VIRTUAL MACHINES
5M+ ENDPOINTS

REAL-TIME 
INFORMATION SHARING

RISK AND CONTEXT 
TO PRIORITIZE RESPONSE

TACTICAL AND STRATEGIC INTELLIGENCE WITH ATTRIBUTION
THAT IS APPLICABLE AND ACTIONABLE TO YOUR ORGANIZATION

DYNAMIC
THREAT

INTELLIGENCE



What It does.

How It is different.

ForeScout Basics
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ORCHESTRATE

AUTOMATE WORKFLOWS

SHARE CONTEXT

ControlFabric Open APIs

IBM



ForeScout & FireEye

How Do They Fit Into Your Network



Detection and Incident Response

ÅForeScout + NX, EX, HX,TAP

HX Managed DevicesBYOD Devices Rogue DevicesIoT Devices

NX / EX HX MTP

ForeScout
CounterACTϰ

Internet

Network

!

1

2

3

4

5

6

NX or EX discovers a new day zero threat and 
informs ForeScout and HX of the IOCs

HX Managed Devices ςHX finds devices with IOCs 
and manually quarantines;  if automated 
containment is needed, HX turns over to 
ForeScout for automated containment

Non-HX Managed Devices ςForeScout finds 
devices with IOCs, identified by FireEye, and 
stops malware, automaticallyand in real time.

ForeScoutlimits access to the network for any 
infected devices 

ForeScoutfeeds additional contextual info 
(including network, user, location, compliance) 
of the compromised devices to TAP,enabling 
an organization to prioritize threats and assess 
risk

Scenario
corporate user downloads a malicious file

Malware proliferation is stopped

As devices declared clean, ForeScout allows 
devices back on the network.

TAP


