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FireEyeand ForeScoug The Partnership

ForeScout is a Cyber Security Coalition Partner
integrations with many FireEye products

NX, TAP, EMX

40+ Joint customers

Executive sponsorship at highest levels
Commitment to build the best integrations and strategically approachmthaeket
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FireEyeand ForeScout V.
Two Sets of Eyes Provide a More Complete Picture S
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ForeScout
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A Ownership of the entire threat A Makesthe invisible visible

lifecycle and kill chain A Provides the full context of all
A Experts in forensics and devices in the network
investigative tools A Enablegolicybased access and

controls




Detection and Prevention Technology
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FireEye Intelligence A Global Defense Community
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DYNAMIC
REALTIME INTTEHLRL:E(?I-EI_NCE RISK AND CONTEXT
INFORMATION SHARING

TO PRIORITIZE RESPONSE

TACTICAL AND STRATEGIC INTELLIGENCE WITH ATTRIBUTION
THAT IS APPLICABLE AND ACTIONABLE TO YOUR ORGANIZATION
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ForeScout Basics

A

ForeScout

What It does.
ForeScout How It Is different.
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CONTROL
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AUTOMATED Endpoints Existing IT




ORCHESTRATE
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SHARE CONTEXT

AUTOMATE WORKFLOWS

V 4

(inteD) secuiye RAPIDR ), TREND. “ Maa$360
P < MCSOare cimRpe . i
e BM R | O tenable Vsymantec S St | XenMobile
, s | ) Fire Eye ) ) T=ERS
Check Point Ar’(SIgh@i_ (intel security w (intel security w = airwatch
i e venare
B paloalto splunk > @ Quawys SOPHOS EMiccscht @) Mobilelron

ControlFabric Open APIs



ForeScout & FireEye
How DoThey Ht Into Your Network




Detection and Incident Response

ForeScout
CounterACT

A ForeScout + NX, EX, HX, TAP
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Scenario
corporate user downloads a malicious file

NX or EXliscovers a new day zero threat and
informs ForeScoutndHX of the IOCs

HX Managed DevicesHX finds devices with IOCs
and manually quarantines; if automated
containment is needed, HX turns over to
ForeScout for automated containment

Non-HX Managed DevicesForeScout finds
devices with I0Cs, identified by FireEye, and
stops malwareautomaticallyand in real time.

ForeScoutimits access to the network for any
infected devices

Malware proliferation is stopped

ForeScoufeeds additional contextual info
(including network, user, location, compliance)
of the compromised devices {BAP,enabling

an organization to prioritize threats and assess
risk

As devices declared clean, ForeScout allows
devices back on the network.



